
  

 

 

 

 

 

 

  

 

 

 

The Challenge 

Human rights due diligence is a process for identifying, preventing, mitigating and addressing human 
rights impacts, including both actual impacts occurring in the present and potential impacts that could 
occur in the future. Human rights due diligence not only identifies impacts the company directly causes, 
but also impacts it contributes to or is directly linked to through its business relationships, operations, 
products and services. Engaging with stakeholders—especially affected groups such as workers and 
communities—is a key component of human rights due diligence.  

In complex environments, due diligence should take a conflict-sensitive approach; this means the 
process emphasises effectively preventing, managing and addressing conflict, including by seeking to 
understand wider conflict dynamics and related risks in the operating environment. 

Companies can carry out due diligence in a number of ways, including through conducting a 
standalone human rights impact assessment or by integrating a thorough human rights evaluation into 
existing environmental and social impact assessment processes. Additionally, human rights due 
diligence can both inform and be informed by the company’s other assessments and analyses (e.g. risk 
assessments, situation analyses, needs assessments).    

Responsible management of all security-related dimensions of a company’s operations is a central 
building block of an effective human rights due diligence process. This is increasingly being recognized 
as not merely good practice, but a requirement. Effective human rights due diligence requires early 
identification of potential security challenges and their proactive management, in order to prevent 

impacts such as use of force against community members. 

In the decade since their adoption in 2011, the UN Guiding 
Principles on Business and Human Rights (UNGPs) have set 
out the expectation that companies implement human 
rights due diligence to proactively manage potential 
adverse human rights impacts created by their operations. 
The endorsement by the OECD of this concept (first in its 
2011 Due Diligence Guidance for Responsible Mineral 
Supply Chains, then in the 2018 Due Diligence Guidance 
for Responsible Business Conduct) has further contributed 
to the prominence of human rights due diligence. 

Although adopted over 10 years before the UNGPs, the 
Voluntary Principles on Security and Human Rights remain 
the leading international standard that provides guidance 
to companies on how to identify and mitigate security and 
human rights risks. Ensuring that a company’s security 

 
The UNGPs establish four key elements 
of a due diligence process, namely the 
need for companies to: (1) assess 
actual and potential human rights 
impacts; (2) cease, prevent, and 
mitigate adverse impacts; (3) track 
responses to these efforts; and (4) 
communicate on how the impacts are 
addressed.  

 
The OECD provides similar step-by-step 
guidance. The Voluntary Principles on 
Security and Human Rights place 
security risk assessments and the 
impacts of companies’ security 
providers at the heart of good human 
rights due diligence efforts. 
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policies respect the Voluntary Principles is a foundational exercise for human rights due diligence efforts. 
Whereas human rights due diligence requires a company to assess its impacts on people, the Voluntary 
Principles require companies to ask who is responsible for those impacts. Whether the responsibility lies 
with their contracted private security providers or the public security assigned to their operations, the 
companies are equally responsible for identifying, mitigating, and redressing those risks. 

The UNGPs, VPs and OECD Guidance are “soft law” standards that provide recommendations to 
companies, but in most jurisdictions are not backed by legislation to drive compliance.  Recent years 
have seen a steady increase in laws that require companies to undertake human rights due diligence. 
These laws encompass a range of issues – from general human rights concerns to environmental 
matters, child labour and modern slavery.  

Mandatory human rights due diligence laws often apply to companies’ supply chains and contractors, 
including security providers, and may have extra-territorial application. Such laws have been adopted 
so far in several European countries. In May 2021, the European Union proposed a directive that would 
make human rights due diligence mandatory for all companies domiciled in the EU, as well as 
companies that sell or provide services in the internal market.1 Support for human rights due diligence 
legislation is also growing in the private sector. As of December 2021, some 114 large businesses, 
associations and investors have made public statements and endorsements in support of mandatory 
due diligence.2  

Security and Human Rights Due Diligence: What Should Companies Do? 

Put human rights compliant security arrangements at the core of efforts to undertake human rights due 
diligence. This means that security is a key consideration in impact assessments, conflict analysis, 
mapping of stakeholders, grievance procedures and processes. Ensure a wide consultation process 
both internally (across the different functions within the company) and externally (with stakeholders, 
including affected communities). Only wide consultation processes are likely to build an accurate 
picture and ensure that remedial or preventative actions taken by the company meet their objectives. 

Include security and human rights due diligence in corporate divisions that address corporate 
compliance and enterprise risk management: Many companies see risk management as the evaluation 
of risks to the viability and profitability of the company’s operations. By linking the security and human 
rights of host communities more closely in all relevant departments, this will ensure that all relevant 
company staff are aware of human rights due diligence obligations and that security and human rights 
risks are identified with relevant mitigation and redress plans.   

Ensure that human rights due diligence processes include a specific analysis of the impacts of both 
public and private security providers. Specify in contracts with private security providers that they must 
undertake human rights impact assessment themselves. Specific guidance for private security providers 
on how to develop this assessment can be found here. 

In conflict-affected regions, ensure that human rights due diligence efforts are informed by a conflict 
analysis and clear mapping of all actors involved in and affected by the conflict. Identify how the 
company’s security arrangements impact the existing social tensions and/or create new tensions or 
conflicts. Ensure that human rights due diligence, conflict analysis and stakeholder mapping are 
managed as ongoing exercises given rapidly changing circumstances in complex security 
environments.  

Ensure that human rights impact assessments are acted upon, with impacts either mitigated and 
remedied or proactively prevented. Track and communicate the company’s efforts to ensure 
effectiveness. 

 
1 The EU's legislative proposal was issued in February 2022, and debates around mandatory due 
diligence in the European Union are ongoing.  
2 List of large businesses, associations & investors with public statements & endorsements in support of 
mandatory due diligence regulation, Business and Human Rights Resource Centre 

 

https://icoca.ch/wp-content/uploads/2021/06/ICoCA_HRIA_Guidance_A4_WEB1.pdf
https://www.business-humanrights.org/en/latest-news/list-of-large-businesses-associations-investors-with-public-statements-endorsements-in-support-of-mandatory-due-diligence-regulation/
https://www.business-humanrights.org/en/latest-news/list-of-large-businesses-associations-investors-with-public-statements-endorsements-in-support-of-mandatory-due-diligence-regulation/


 

 

Key Resources: 

 Mandatory Due Diligence Portal (Business & Human Rights Resource Centre)  
 European Coalition for Corporate Justice  
 Legislating for Human Rights: How Outcomes for People Connect to the Standard of 

Conduct (Shift 2021) 
 Legislation Around Due Diligence (CSR Risk Check) 
 The Investor Case for Mandatory Human Rights Due Diligence (Investor Alliance for Human 

Rights 2021) 
 Towards EU Mandatory Due Diligence Legislation: Perspectives from Business, Public Sector, 

Academia and Civil Society (German Federal Ministry for Economic Cooperation and 
Development 2021) 

 Business Practice Portal (Global Business Initiative on Business and Human Rights) 
 Seeking a 'Smart Mix': Multi-Stakeholder Initiatives and Mandatory Human Rights Due 

Diligence (Dorothée Baumann-Pauly and Isabelle W. Glimcher, Geneva Center for Business 
and Human Rights 2021) 
 

Practical Tools: 

 Human Rights Impact Assessment Guidance and Toolbox (Danish Institute for Human Rights 
2020)  

 Human Rights Due Diligence in Conflict-Affected Settings: Guidance for Extractives 
Industries (International Alert 2018) 

 
Examples of Good Practices 

 
In 2014, Finnish lumber company Stora Enso carried out a human rights impact assessment 
covering its production units and forestry operations as a first step in undertaking human rights 
due diligence. The assessment included a transversal examination of security issues across its 
operations. Amongst its 43 recommendations, the report urged Stora Enso to:  

 Ensure security providers are trained in the implementation of relevant human rights 
standards.  

 Require all security actors to conduct background checks on their personnel and prohibit 
anyone who has been credibly linked to past human rights abuses from working on Stora 
Enso operations.  

 Actively monitor security arrangements and ensure security-related incidents (in 
particular those involving use of force) are reported, investigated and appropriately 
acted upon, including taking necessary disciplinary or remedial measures.  

 Develop and communicate its policy regarding the treatment of suspects apprehended 
in security incidents involving Stora Enso operations in police custody. 

Stora Enso’s 2020 sustainability report expands on its efforts to provide ongoing human rights 
training to its security providers in Veracel, a joint venture entity in Brazil with heightened human 
rights risks as part of its comprehensive human rights due diligence and mitigation efforts there. 

Sources:  

 Stora Enso Human Rights Assessment Review and Consolidation Report (Danish Institute 
for Human Rights and Stora Enso 2015) 

 Case Study: Stora Enso Human Rights Commitment through Prioritization (BSR 2018) 
 2020 Sustainability Report (Stora Enso)  

  

https://www.business-humanrights.org/en/big-issues/mandatory-due-diligence/
https://corporatejustice.org/
https://shiftproject.org/hrdd-outcomes-standard/
https://shiftproject.org/hrdd-outcomes-standard/
https://www.mvorisicochecker.nl/en/legislation-around-due-diligence
https://investorsforhumanrights.org/sites/default/files/attachments/2020-04/The%20Investor%20Case%20for%20mHRDD%20-%20FINAL_3.pdf
https://investorsforhumanrights.org/sites/default/files/attachments/2020-04/The%20Investor%20Case%20for%20mHRDD%20-%20FINAL_3.pdf
https://www.business-humanrights.org/en/from-us/briefings/towards-eu-mandatory-due-diligence-legislation/
https://www.business-humanrights.org/en/from-us/briefings/towards-eu-mandatory-due-diligence-legislation/
https://www.business-humanrights.org/en/from-us/briefings/towards-eu-mandatory-due-diligence-legislation/
https://gbihr.org/business-practice-portal/
https://duckduckgo.com/?q=Seeking+a+%E2%80%98Smart+Mix%E2%80%99%3A+Multi-Stakeholder+Initiatives+and+Mandatory+Human+Rights+Due+Diligence&kp=1&ia=web
https://duckduckgo.com/?q=Seeking+a+%E2%80%98Smart+Mix%E2%80%99%3A+Multi-Stakeholder+Initiatives+and+Mandatory+Human+Rights+Due+Diligence&kp=1&ia=web
https://duckduckgo.com/?q=Seeking+a+%E2%80%98Smart+Mix%E2%80%99%3A+Multi-Stakeholder+Initiatives+and+Mandatory+Human+Rights+Due+Diligence&kp=1&ia=web
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox
https://www.international-alert.org/publications/human-rights-due-diligence-conflict-affected-settings/
https://www.international-alert.org/publications/human-rights-due-diligence-conflict-affected-settings/
https://www.storaenso.com/-/media/Documents/Download-center/Documents/Sustainability/0502HRA_2015_DIHR_REPORT.ashx
https://www.storaenso.com/-/media/Documents/Download-center/Documents/Sustainability/0502HRA_2015_DIHR_REPORT.ashx
https://www.bsr.org/en/our-insights/case-study-view/stora-enso-human-rights-commitment-through-prioritization
https://www.storaenso.com/-/media/documents/download-center/documents/annual-reports/2020/storaenso_sustainability_2020.pdf


 Database: Guidance on Human Rights Due Diligence and Impact Assessment (Business and 
Human Rights Resource Centre) 

 Community Voice in Human Rights Impact Assessments (Oxfam 2015) 
 OECD Due Diligence Guidance for Responsible Business Conduct (OECD 2018) 
 Guidance on Human Rights Impact Assessment for Private Security Providers (International 

Code of Conduct Association 2021)  
 
 

 
The Toolkit on Addressing Security and Human Rights Challenges in Complex Environments offers 
guidance to develop responsible security practices on the ground, in line with international 
standards. It was developed to support companies facing security and human rights challenges 
in complex environments. 
 
The Toolkit, first developed in 2013, is structured as a practical handbook for companies. It pools 
a large set of resources and good practices related to human rights-compliant security 
management. It also proposes tools that help translate the good practices to a particular 
operational context. It furthermore assists companies in ensuring that human rights due diligence 
policies and processes are informing security arrangements. The Toolkit supports companies to 
contribute to the Sustainable Development Goals and to implement the UN Guiding Principles on 
Business and Human Rights, especially those companies operating in conflict-affected areas and 
otherwise complex environments.  
 
In 2021, the Geneva Centre for Security Sector Governance (DCAF), the International Committee 
of the Red Cross and the Geneva Center for Business and Human Rights partnered together to 
revamp the Toolkit with new case studies, cutting-edge good practices, practical tools and more.  
 
The new edition of the Toolkit will be released in June 2022. This fact sheet provides a preview of 
how the Toolkit will support companies in ensuring security is included in human rights due 
diligence efforts.   

 
 
 

https://www.business-humanrights.org/en/big-issues/un-guiding-principles-on-business-human-rights/human-rights-due-diligence-impact-assessment/
https://www.business-humanrights.org/en/big-issues/un-guiding-principles-on-business-human-rights/human-rights-due-diligence-impact-assessment/
https://www.oxfamamerica.org/explore/research-publications/community-voice-in-human-rights-impact-assessments/
https://mneguidelines.oecd.org/due-diligence-guidance-for-responsible-business-conduct.htm
https://icoca.ch/2021/06/17/guidance-on-human-rights-impact-assessment-for-private-security-providers/
https://icoca.ch/2021/06/17/guidance-on-human-rights-impact-assessment-for-private-security-providers/

